
Supporting vulnerable young people  
with their digital livesT

ip
s

www.enable-pathway.com

Trojan horses
These files come hidden in email attachments. 
Once you open them they install malicious 
code--typically spyware or viruses--designed 
to steal or destroy data on your PC.

Zombies
This is another attack that comes in an 
email attachment. This malware turns your 
computer into a server to send spam to other 
PCs.

Phishers
Phishers send emails that try to look as if 
they are genuine messages from banks or 
companies, phone providers or businesses 
you may actually use (the bait). The phishing 

email tells you that your password needs to 
be verified or something like that. It will ask 
you to go to a website to re-enter your credit 
card number or verify your password. But this 
is likely to be a fake website or link so that 
they can get hold of your details. Remember 
that honest businesses and banks will never 
make such requests by email. If you want to 
check your account with the company the 
email pretends to come from – simply go to 
the real website and log in to your account in 
your usual way. There you can manage your 
account and change any settings you choose 
to. If you think you might have given away 
your password, simply change it straight away 
through the genuine website for that account.

Spam & Scam
Oh boring I hear you say, it’s just the junkmail of the internet! Yes, but it can be more 

damaging than mere junk. Some of these forms of spam or virus can really harm your 

device or grab your photos and content. Did you know spam accounts for about 85% 

of all email messages sent? It might simply be unwanted adverts or announcements 

but at its worst it can wreck your system or help steal your identity. Spam has been 

divided into categories and named – here are a few:
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Chain letters
threaten awful things will happen if you don’t 
pass it on or recruit  other people.

Pyramid schemes 

try to recruit lots of people with a promise that 
you will make big money if you get more and 
more people to sign up and each pays a small 
amount. You are promised a share of what 
every member pays in. These usually collapse 
and some are illegal.

Get Rich Quick 

or “Make Money Fast” or work at home 
schemes are risky

Quack health products 

and remedies; these are unlikely to do any 
good or to be genuine. They could contain 
harmful ingredients. Think body building or 
weight loss products.

Illegally pirated software 
Offers of software downloads that look too 
good to be true. They are.

Money laundering 
In the so-called Nigerian scam, you get an 
email from someone who says they are a 
government official, a family member of a 
deceased official, or a lawyer representing 
a wealthy client who has died and left you 
money. The email asks for your bank details or 
asks you to make an advance payment, while 
promising to return the money in the future. 
Money is stolen from your account if you give 
the details. These can also claim come from 
other countries.

A virus 
is a programme that, like a biological virus, 
can replicate and damage the infected 
computer. It can arrive attached to a message 
or a download. It can forward itself to friends 
in your address book. Be alert, don’t open 
attachments unless you trust the sender, 
alert friends if your device gets infected. Keep 
an eye on web pages that give you updates 
on viruses. Your security system will have 
information.

Links 
Before you click on links to games, videos or 
sites sent in a messages or text – it could be 
a fake or ‘skin’. Instead, search for the original 
genuine URL and check it out if you can.
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